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Monday, March 01, 2004
	Exchange Best Practices
<Client>



The following Exchange best practices are presented as recommendations for use in the <Client>’s Microsoft Exchange system. Following these best practices will configure automatic monitoring and maintenance of the Exchange system at the <Client> ensuring maximum reliability and ease of administration.

Integration with Active Directory (AD)

· Establish a backup Global Catalog (GC) server. GC servers must be AD Domain Controllers (DC’s) and should NOT be Exchange servers. GC servers provide the default Global Address List used by Exchange users when addressing email messages.

Administrative Permissions

Create three AD security groups named as follows:

· Exchange Full Administrators

· Exchange Administrators

· Exchange View Only Adminstrators

In the Exchange System Manager, right-click on the Exchange Organization object and choose “Delegation control…”. Assign the security groups to the following roles:

	Security Group
	Role

	Exchange Full Administrators
	Exchange Full Administrator

	Exchange Administrators
	Exchange Administrator

	Exchange View Only Administrators
	Exchange View Only Administrator


Assign individual network accounts to the corresponding security group based on the required administrative needs. These accounts will then have permissions as follows:

	Role
	Object
	Permissions

	Exchange Full Administrator 
	Organization Object 
	All permissions except Send As and Receive As 

	Exchange Full Administrator 
	Administrative Group 
	All permissions except Send As and Receive As 

	Exchange Administrator 
	Organization Object 
	All permissions except Send As, and Receive As, Change Permissions, and Take Ownership 

	Exchange Administrator 
	Administrative Group 
	All permissions except Send As, and Receive As, Change Permissions, and Take Ownership 

	Exchange View Only Administrator 
	Organization Object 
	Read, Execute, Read Permissions, List Contents, Read Properties, List Object, View Information Store Status permission 

	Exchange View Only Administrator 
	Administrative Group 
	Read, Execute, Read Permissions, List Contents, Read Properties, List Object, View Information Store Status permission 


Recipient Policies and Addressing

· If at all possible, use a single recipient policy for assigning Exchange proxy addresses. Exchange installs a “Default Policy” as the default Recipient policy. It is recommended to use this “Default Policy” be used for assigning proxy addresses. The following are recommended proxy addressing formats for the <Client>:

· SMTP: @client.com

· GWISE: WPO.AP0.&m

· GWISE: WPO.CH0.&m

· GWISE: WPO.CH1.&m

· GWISE: WPO.CH2.&m

· GWISE: WPO.CWT1.&m

· GWISE: WPO.FO0.&m

· GWISE: WPO.HS1.&m

· GWISE: WPO.IS.&m

· GWISE: WPO.ML1.&m

· GWISE: WPO.PS0.&m

The “Default Policy” will also include an X400 proxy address format. This should be left alone and is not typically used in Exchange 2000, however it must still exist even if it is effectively meaningless due to legacy support. Exchange 4.0, 5.0 and 5.5 were X400-based messaging systems while Exchange 2000 and 2003 are SMTP-based messaging systems.

The SMTP address by default utilizes the Exchange alias field in front of the “@” symbol, so “SMTP:@client.com” is effectively same as “SMTP:%m@client.com”. The Exchange alias field is typically the same as the AD account field, which is typically built as the initial of a user’s first name and that user’s surname, so “John Hurley” would have an AD account generated of “jhurley” which would also be the Exchange alias. Allow these account names and aliases to be built automatically and then manually go back and correct any that do not follow this standard scheme. The <Client> may also wish to include additional SMTP proxy address for other registered domain names such as “client.gov”, “client.org”, etc. There is no limit to how many of these proxy addresses Exchange can support. The <Client> may also wish to manually add SMTP proxy addresses for nicknames in GW or alternate, functional SMTP addresses such as info@client.com, etc.

Create a GWISE proxy address for each GroupWise (GW) post office (PO). The “&m” specifies that Exchange will plug in the user’s Exchange alias for this parameter, so John Hurley with an alias of “jhurley” would have a proxy address generated of: “GWISE:WPO.AP0.jhurley”, “GWISE:WPO.CH0.jhurley”, etc. While this is somewhat of overkill with regards to GWISE proxy addresses, this approach simplifies matters so that we ensure that the correct GWISE proxy address exists for linking the Exchange mailbox to the correct GW mailbox. When the Exchange Migration Wizard extracts email data, it extracts the GW mailbox’s MHS-style address, Domain.PO.MailboxID. This address must exist in AD linked to the correct Exchange mailbox for the Exchange Migration Wizard to properly import the extracted mail. The <Client> can manually create additional GWISE proxy addresses on mailboxes that do not follow the standards. In addition, the <Client> may wish to add a GWISE proxy address for any nicknames that exist in GW since the Exchange Migration Wizard will extract the nickname instead of the actual mailbox ID if nicknames exist. An alternate approach is to remove all nicknames prior to migration.

· Expand “Recipients” and right-click on “Recipient Policies”. Choose “New | Recipient Policy…” On the property pages screen, choose “Mailbox Manager Settings”. On the “General” tab, modify the “Filter rules”, applying the filter only to “Users with Exchange mailbox”. When done, your filter rule should look like:

(&(&(& (mailnickname=*) (| (&(objectCategory=person)(objectClass=user)(|(homeMDB=*)(msExchHomeServerName=*))) ))))

On the “Mailbox Manager Settings” tab set “When processing a mailbox” to “Delete immediately”. For each folder that the <Client> wishes to comply with age limit settings, set the correct age limit and uncheck the “Message Size” limit since the <Client> wishes to delete all mail that exceeds a certain age, regardless of size.

Administration

To initialize Exchange for administration, perform the following steps:

· Open Active Directory Users and Computers from the administration console and choose “View | Advanced Features”. This will enable advanced Exchange-related property pages when viewing the properties of users

· Open the Exchange System Manager and right-click on the Exchange organization at the top of the tree. Choose “Properties”. Check the boxes for “Display routing groups” and “Display administrative groups”. Ensure that the Operation mode is set to “Native Mode”. If not and there are no pre-Exchange 2000 servers in the organization, set this to “Native Mode”.

· Expand “Global Settings”, right-click on “Message Delivery” and choose “Properties”. On the “Defaults” tab, the defaults should be OK for the <Client>. In addition, on the “Filtering” tab, it is not likely that the <Client> will wish to filter messages initially, although this may be an option for trying to combat some spam. However, because spammers are crafty and generally send using randomly generated SMTP addresses, it is not likely that this will be of much use.

· Expand “Recipients” and then expand “Offline Address Lists”. Ensure that a “Default Offline Address List” exists. If not, create one and name it “Default Offline Address List”.

· Expand “Administrative Groups”, expand the administrative group and expand “Servers”. On the server object, right-click and choose “Properties”. On the “Mailbox Management” tab, set when to run the mailbox management process. This tells the server when to run the Recipient Policy created for “Mailbox Management Settings” that enforces age limits on messages in mailboxes. Under “Reporting”, select “Send detail report to administrator”. Under Administrator, choose the mailbox where you wish to send the report. On the “Full-Text Indexing” tab, set the “System resource usage” to “Low”. On the “Monitoring” tab, it is a good idea to set up some monitoring of basic things like free space on disk drives, etc.

· Disk drives: For example, set the Warning state to 1000 MB and the critical state to 200 MB. The exact values here will vary depending on the size of these drives. Set up disk drive monitoring for each logical disk drive that Exchange utilizes for its system files, database files and transaction logs.

· Monitor “Default Microsoft Exchange Services and ensure that “When service is not running change state to” is set to “Critical”. The default Exchange services should be:

· Microsoft Exchange Information Store

· Microsoft Exchange MTA Stacks

· Microsoft Exchange Routing Engine

· Microsoft Exchange System Attendant

· Simple Mail Transport Protocol (SMTP)

· World Wide Web Publishing Service

· Monitor and set the “SMTP Queue Thresholds” to a warning state of something like ten (10) minutes and a critical state of something like sixty (60) minutes.

· Monitor and set the “Virtual Memory Thresholds” to a duration of thirty (30) to sixty (60) minutes with a Warning state of 10% and a Critical state of 5%

· Additional monitoring may be configured for additional Windows 2000 services and CPU utilization. X400 queue growth should not be needed to be monitored.

· Expand “Tools”, expand “Monitoring and Status”, right-click on “Notifications” and choose “New | E-mail notification…” Create three email notifications, one for “All Servers” when monitored items are “Critical”, one for “All Servers” when monitored items are “Warning” and one for “All Connectors” when monitored connections are “Down”. The <Client> may wish to use another Exchange server, such as the front-end Outlook Web Access (OWA) server as the monitoring server.

Administrative and Storage Groups

· For migration, use a single Storage Group and Mailbox Store. Exchange can support up to 4 Storage Groups. Each Storage Group can contain up to five (5) information stores (Mailbox or Public Folder). The <Client> should initially have a single storage group with a single mailbox store and a single public store. Later, the <Client> may wish to use multiple mailbox stores in order to reduce disaster recovery times. By placing less users on mailbox stores, the mailbox store becomes smaller and thus enables a quicker restore time in the case of problems. Exchange mailboxes can be moved between stores without affecting users, although it is recommended that actual move take place while the user in not logged into their mailbox.

· Do not use circular logging. Circular logging will make it impossible to fully restore a mailbox or public folder store to the point at which it failed since circular logging overwrites transaction log entries once those transactions have been committed to the store. This is OK, except when it comes to a disaster recovery of the information store. In a restore scenario, the last good backup is used to restore the database and then the transaction logs are fed in to restore the information store to the exact point of failure. If the transaction logs have been overwritten, this cannot occur and transactions will be lost.

· Create an additional mailbox store for use with disaster recovery. Create this store, right-click and choose “Properties”. On the “Database” tab check the boxes for “Do not mount this store at start-up” and “This database can be overwritten by a restore”. This operation will create a store dedicated to disaster recovery.

· Create an additional public store for use with disaster recovery. Create this store, right-click and choose “Properties”. On the “Database” tab check the boxes for “Do not mount this store at start-up” and “This database can be overwritten by a restore”. This operation will create a store dedicated to disaster recovery.

· Create a single “Server policy” under “System Policies” called something like “Server Message Tracking”. Choose the “General” property page for this policy and choose to “Enable subject logging and display” and “Enable message tracking”. Under “Log file maintenance” choose “Remove log files” and set “Remove files older than (days) to five (5) or a similar number. It is not recommended that this policy be applied to servers unless there is a specific problem with messages that the <Client> wishes to troubleshoot since excessive message tracking can degrade server performance. However, in the event that the <Client> feels that messages are being “lost”, the <Client> can simply apply this policy to their Exchange server(s) and can track messages as they flow through the system. Once troubleshooting is complete, disable this policy.

· Create a single “Public store policy” under “System Policies” called something like ”Public Folders”. Choose the “General”, “Database”, “Replication”, “Limits” and “Full-Text Indexing” property pages for this policy. On the “Database” tab, choose a maintenance interval that will not interfere with the backup schedule or the Full-Text Indexing update interval. The maintenance interval is where Exchange 2000 automatically collects and removes “white space” from the information store. On the “Replication” tab, leave the defaults as is. Since the <Client> only has a single Exchange server and a single public information store, these settings do not apply. On the “Limits” tab, it is recommended not to implement storage limits. Under “Deletion settings” set “Keep deleted items for (days) to five (5) or a similar number and check the box marked “Do not permanently delete items until the store has been backed up”. Set the Age limits per the <Client>’s specifications. The <Client> may wish to exempt public folders from age limits or set it to 90 days or something similar. On the Full-Text Indexing tab, set the “Update interval” to a time that will not interfere with the backup schedule or the Maintenance interval. Save this policy and add the Exchange server’s public information store to this policy by right-clicking on the policy and choosing “Add Public Store”. Add the main public information store to this policy, not the disaster recovery store. Once this is done and the update interval for the Full-Text indexing has passed, open the properties for the Public Store’s policy. This is done by navigating to “System Policies” and choosing the Public Folder policy. In the right-hand pane of the Exchange System Manager, the public folder stores associated with that public folder policy will appear. Right-click on the public folder store this policy applies to and choose “Properties”. On the “Full-Text Indexing” tab, check the box next to “This index is currently available for searching by clients”.

· Create a single “Mailbox store policy” under “System Policies” called something like ”Mailboxes”. Choose the “General”, “Database”, “Limits” and “Full-Text Indexing” property pages for this policy. On the “General” tab, leave the defaults alone. On the “Database” tab, choose a maintenance interval that will not interfere with the backup schedule or the Full-Text Indexing update interval. This should be run at the same time as the Public Folder maintenance interval. The maintenance interval is where Exchange 2000 automatically collects and removes “white space” from the information store. On the “Limits” tab, it is recommended not to implement storage limits. Under “Deletion settings” set “Keep deleted items for (days) to ten (10) or a similar number, set “Keep deleted mailboxes for (days) to ten (10 or a similar number and check the box marked “Do not permanently delete items until the store has been backed up”. On the Full-Text Indexing tab, set the “Update interval” to a time that will not interfere with the backup schedule or the Maintenance interval. This should be run at the same time as the Public Folder full-text indexing update interval. Save this policy and add the Exchange server’s mailbox information store to this policy by right-clicking on the policy and choosing “Add Mailbox Store”. Add the main mailbox information store to this policy, not the disaster recovery store. Once this is done and the update interval for the Full-Text indexing has passed, open the properties for the Mailbox Store’s policy. This is done by navigating to “System Policies” and choosing the Mailboxes policy. In the right-hand pane of the Exchange System Manager, the mailbox stores associated with that mailbox store policy will appear. Right-click on the mailbox store this policy applies to and choose “Properties”. On the “Full-Text Indexing” tab, check the box next to “This index is currently available for searching by clients”.

SMTP Virtual Servers

· Expand “Administrative Groups”, expand the administrative group, expand “Servers”, expand the server, expand “Protocols”, expand “SMTP”, right-click on “Default SMTP Virtual Server” and choose “Properties”. On the “Access” tab, click the “Relay” button. Ensure that the check box for “Allow all computers which successfully authenticate to relay, regardless of the list above” is checked. Click on the “Authentication” button and check “Basic authentication” and “Integrated Windows Authentication”.
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